Examples of leaflets for display in patient facing areas within a GP practice
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Example 1 – Children’s and Young People’s Privacy Leaflet

Your Privacy & Your Data


A Young Person’s Guide (Ages 11–18)

We want you to feel safe, respected, and in control when you use our GP services.
This leaflet explains how we look after your information and what your rights are.




What Information We Collect About You

To give you the best possible care, we keep information such as:
· Your name, address, date of birth
· Details about your appointments
· Notes from doctors and nurses
· Test results, treatments, medicines
· Information shared with us by other health professionals

Some of this is special category data (like health information), which has extra legal protection under the UK GDPR.





How & Why We Use Your Information

We use your information to:
· Provide safe and effective healthcare
· Record what happens in your appointments
· Coordinate with hospitals, mental health teams, and other services involved in your care
· Make sure your care is high quality and appropriate

We must follow the UK GDPR and Data Protection Act 2018, which require us to use your data lawfully, fairly, and securely.


Who Can See or Share Your Information

Only people involved in your care can see your information such as GPs, nurses, pharmacists, or specialists.
We may share information with:
· Hospitals
· Community health teams
· Mental health services

We share information only when necessary and lawful, and we never share it with people who don’t need it.







Your Privacy, Parents & Confidentiality

Even if you’re under 18, you often have the right to confidential healthcare if you understand your own health needs (this is called Gillick competence).
This means:
· We may not share your information with parents/carers if you want it private.
· We must share information if you or someone else is at risk of harm or if the law requires it (e.g., safeguarding).
You can also make choices about your data being used for NHS research and planning through the national data opt‑out (this does not affect your care).




Your Rights & Who Protects Your Data
Your rights include:
· Asking to see your records
· Asking us to correct information if it’s wrong
· Asking how we use your data
· Requesting limits on sharing (where legally possible)
Who protects your data?
✔ Data Protection Officer (DPO) — checks we follow data laws and handles concerns.
✔ Caldicott Guardian — ensures your information is used safely, legally, and ethically.
If you ever have questions or worries about your data, speak to a GP, nurse, receptionist or ask to contact our DPO.



Example 2 – Data sharing for planning and research

How the NHS Uses Your Data
A Guide to Data Sharing for Planning & Research
The NHS uses patient information to help improve care, plan services, and support research.
This leaflet explains what data is shared, why it’s shared, and how you can control your choices.







Why Your Data Is Used for Planning & Research
Your health information helps the NHS to:
· Understand local health needs and improve services in your community.
· Monitor safety and effectiveness of treatments and care.
· Prevent infectious disease spread and respond to public health emergencies.
· Identify new treatments and medicines through health and social care research.

These activities help the NHS deliver better care for everyone.




hat Data Is Shared (and How It’s Protected)
The data used for planning and research:
· Is not used to identify you directly unless strictly necessary.
· Is protected by UK GDPR, the Data Protection Act 2018, and the Common Law Duty of Confidentiality.
· Must meet strict legal standards before it can be shared.

To use your data, organisations must have a lawful basis under GDPR (Article 6) and a special category condition (Article 9) for health data.
Your identifiable data is never shared for planning or research unless there is:
· A legal requirement,
· A court order, or
· An overriding public interest.

When Data Can Still Be Shared
There are certain situations when your confidential patient information may be used even if you opt out:
· When there is a serious risk to public health, such as during an epidemic.
· When needed for safeguarding, formal investigations, or legal obligations.
· When you choose to take part in a specific research study.

Your opt‑out does not affect your individual care or screening invitations.







Your Data Sharing Choices
You can choose how your confidential patient information is used for NHS research and health service planning.
National Data Opt‑Out
Stops your confidential patient information being used for planning and research across the NHS.

Set or change your choice:
www.nhs.uk/your-nhs-data-matters
Call 0300 303 5678
Type 1 Opt‑Out (GP Data Sharing Opt‑Out)
Stops your GP practice from sharing your identifiable GP medical record with NHS Digital for planning and research.
How to set it:
Contact us and ask for a Type 1 Opt‑Out form.



Who Looks After Your Data & How to Get Help
Your GP practice is the data controller for your personal information and must use it legally and fairly.
To oversee this, practices have:
· A Data Protection Officer (DPO): ensures compliance with UK GDPR and handles concerns.
· A Caldicott Guardian: ensures your information is used ethically and protects confidentiality.

If you have questions or want to know more about how your data is used, ask at reception or speak to a clinician, we’re here to help.






Example 3 – What is GDPR?
What Is GDPR and Why Does It Matter?
The UK General Data Protection Regulation (UK GDPR) and the Data Protection Act 2018 set rules for how GP practices must handle personal information. They ensure your data is treated fairly, lawfully, securely, and transparently.
How and Why Your Data Is Used
We use your information to:
· Provide safe and effective care
· Communicate with about care
· Support clinical audits, service planning and quality improvement
· Meet legal obligations (e.g., safeguarding, disease reporting)
All data processing must follow GDPR principles and be supported by a lawful basis, such as direct care, legal duty, or public interest.
What Information Do We Collect?
GP practices hold information needed for your healthcare, including:
· Your name, date of birth, contact details
· Medical history, medications, allergies, test results
· Details of appointments and treatments
· Information received from hospitals, community services, or other health professionals

This includes both personal data (e.g., contact details) and special category data (e.g., health information), which requires extra protection.





Who Can Access or Share Your Information?
Your information is accessed only by professionals involved in your care.
We may share information—with appropriate safeguards—with:
· NHS hospitals and clinics
· Community and mental health teams
· Local authority services
· Other providers directly involved in your treatment

Sharing occurs only when lawful and necessary and always respects confidentiality standards including the Common Law Duty of Confidentiality.



How and Why Your Data Is Used
We use your information to:
· Provide safe and effective care
· Communicate with you about appointments and treatment
· Support clinical audits, service planning and quality improvement
· Meet legal obligations (e.g., safeguarding, infectious disease reporting)
All data processing must follow GDPR principles and be supported by a lawful basis, such as direct care, legal duty, or public interest.






Your GDPR Rights
You have important rights regarding your data, including the right to:
· Access your medical records
· Correct inaccurate information
· Be informed about how your data is used
· Object to certain types of processing (where legally allowed)
· Request restriction of processing
· Request erasure in limited circumstances

You also have choices around data sharing for planning and research, such as the National Data Opt‑Out.




How We Keep Your Information Safe
Your GP practice is the data controller, responsible for protecting your information.

We also have:
· A Data Protection Officer (DPO) who ensures legal compliance and handles concerns
· Security measures such as encrypted systems and controlled access
· Policies covering confidentiality, records management, and staff training in data protection

These measures help ensure your information is handled securely at all times.
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