Speaking to patients about data sharing – your role
Transparency about how we use patient information is essential to delivering safe, high quality primary care. When we clearly explain how data is collected, stored, and shared, we help patients feel confident that their information is treated with respect and protected at every stage.
Being open about data use helps us to:
· Build trust between the practice and patients.
· Reduce complaints and confusion by addressing concerns early.
· Support safe, lawful care and good clinical decision making.
· Meet the requirements of UK GDPR, the Data Protection Act 2018, and NHS 
confidentiality standards.
Every member of the GP practice team, clinical, administrative, and support staff, plays a crucial role in this. Anyone who interacts with patients or handles patient information contributes to how confident and reassured people feel about how their data is used. Transparency is a shared responsibility across the whole practice.
Patients often ask, or quietly wonder, why for example receptionists ask personal questions, who can see their medical record, where their information goes, whether anything is shared without their knowledge, and how they can opt out of data sharing. This handout gives clear, simple explanations you can use anytime.

1. What Information We Collect & Why
GP practices collect personal and medical information to:
· Provide safe, effective care
· Make clinical decisions
· Arrange appointments and referrals
· Prescribe medicines safely
· Communicate results and updates
· Record care activities in the patient’s medical record
· Prevent and detect risks to health

We collect only what is necessary and lawful.
How to explain this to patients:
“We use your information so clinicians can make safe decisions about your care. We only collect what’s needed, and everything is kept confidential.”



2. Who Can See Patient Information?
Access levels differ across roles, but all staff follow the same confidentiality rules.
Clinical staff
Doctors, nurses, pharmacists, and allied health professionals can access necessary clinical information to provide care.
Administrative and reception staff
They have controlled access to information needed to:
· Verify identity
· Book appropriate appointments
· Process referrals, documents, and forms
· Communicate messages to clinicians
· Update contact details
· Support safe care navigation

They do not access detailed clinical notes unless required for their role.
Management and support staff
Access is limited to what is needed for governance, auditing, or operational purposes.
How to explain this to the patients:
“Only staff involved in your care and practice operations can access your information, and only the minimum necessary.”


3. How Information Is Shared
GP practices share relevant information with other NHS and partner organisations involved in patient care, such as:
· Hospitals
· Community services
· Mental health teams
· Pharmacies
· Out‑of‑hours services
· Social care partners
· NHS England (e.g., screening programmes)
Information sharing is always lawful, justified, proportionate, secure, and limited to what is necessary.
How to explain this to patients:
“We only share information with services directly involved in your care, or when required by law or for your safety.”
4. Data Opt‑Out for planning & Research
Some health information may be used to support NHS planning, service improvement, or research. Patients can choose whether their confidential patient information is used for these wider purposes.
There are two types of opt‑out:
Type 1 Opt‑Out (data held by the GP practice)
· Prevents confidential patient information from leaving the GP practice for planning or research purposes.
· Managed by the GP practice.
· Patients must complete a Type 1 Opt‑Out form, which the practice codes in the patient record.

National Data Opt‑Out (data leaving NHS England)
· Applies when confidential patient information is shared by NHS England or other NHS organisations for planning or research.
· Set by the patient themselves online or via the NHS helpline.
Both opt‑outs affect only planning and research, not direct care.
How to explain this to patients:
“You can choose how your confidential information is used for planning and research. A Type 1 Opt‑Out stops your data leaving the GP practice for these purposes. The National Data Opt‑Out covers data shared by other NHS organisations. You can check or change your National Data Opt‑Out at nhs.uk/your-nhs-data-matters, and we can help you with a Type 1 Opt‑Out form here at the practice.”

5. Transparency in Digital and Online Services
Many practices now use digital systems such as:
· Online consultation platforms
· NHS App
· SMS messaging systems
· Electronic Prescription Service
· Online access via patient record apps
These systems are secure, encrypted, and designed for safe clinical use.
How to explain this to patients:
“Your information stays within secure NHS-approved systems and is only seen by staff involved in your care.”



6. Patient Rights
GP patients have the right to confidentiality, to know how their information is used, and to access or correct their medical records. They can decide how their data is used beyond their individual care by choosing a National Data Opt‑Out or requesting a Type 1 Opt‑Out at their practice. Patients are also entitled to safe, high‑quality treatment, clear communication, dignity and respect, and the ability to raise concerns or complaints if something is not right.

How to explain this to patients:
“You have the right to know how your information is used, to see or correct your records, and to choose whether your data is shared for planning and research.”

7. Useful Quick Responses for Difficult Situations
“Why do I have to tell you what’s wrong?”
“So we can make sure you get the right care. Everything you tell me is confidential.”

“Are you allowed to see my information?”
“Yes, but only a very small part. I don’t see full medical notes—just what’s needed to support your care.”

“Where does my information go?”
“Into your NHS medical record. It’s only seen by staff involved in your care.”

“Do you share my details with anyone?”
“Only with services directly involved in your care, or when the law requires it.”


Remember the key messages: 
You don’t need to explain every detail about how a patient’s personal information is used; instead, you can direct them to the practice’s privacy notice, which you can print or share as a link. Always be honest, clear, and use plain language, reassuring patients and linking your explanation back to safe, high‑quality care. Transparency builds trust, and trusted teams help the whole practice run smoothly and safely.
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